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Safety and Security Co-Engineering for Road Vehicles

e Safety vs. Security
e Safety protects people from the machine

— Prevent errors in the system that can lead to harm person

e Security protects the machine from people

— Prevent human intervention in the system that can lead to all types of damage
(Safety, Financial, Law, Image,...)

- Measures to ensure
Measures to ensure = confidentiality
= integrity * integrity
+ availability

Source: Safety_meets_Security 2018

System % Environment System M Environment
(Vehicle) (e.g. Driver) ~ (Vehicle) (e.g. Hacker)
Klarmann_Gebauer
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Process Definition based on two Standards

e |dentification of commonality and variability
(safety perspective)
— 1SO 26262 (safety)
— SAE J3061 (security)

Feature Definition |<@—Communication of System Concept—JB»{ Item Definition
an v v
= b0
- c
)] Threat Analysis and ' Communication of Hazards and Threats . Hazard Analysis and ‘=
8 Risk Assessment or shared Analysis Risk Assessment 8
. £
o
i v v o
> Ll
x >
; Security Goals |«@——Completeness and Consiste ncy——jp| Safety Goals 5
Q “—
() 1]
v v
Source: AIT
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Usage Scenario

e Safety and Security aspects of radio connection

Safety

e Item Definition

e HARA

e Safety Goals

* Functional Safety Requirements
e FMEA

Security

Feature Definition

TARA

Cybersecurity Goals
Cybersecurity Requirements
FMVEA

I
O'1

I
O

latoon™ | __—Platoon
5 bon

_CACC/Platoor YEACC/NatOOn\
&
o
N 560 ‘\)‘

)) S S 1) C S S )) Jlo=:
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Usage Scenario

Verification of the system design

Car2X Communication Manager Unit

State Data—|
. ACC/PI nin
CACC/Platooning j — cc/ atooning
State Manager Automatic ——control signal— 4 Wheels
& gl Controller
L 3
g - h{\_llwheel speed, I
o vl
Car2X Com .
~— Ego Motion Model | ‘control signal—#» Steer Servo
Manager

+ steering angle.

mid range local objects data M Id-Range
Ultrasonic
platoon leader data/platoon vehicle data WLAN Interface

Source: Berner&Mattner

0 | AMIASS Ada-Europe, June 2019 - Virtual Vehicle © disclosure or duplication without consent prohibited




Process flow

e Process definition )
1ISO 26262 & SAE J3061 )
e Safety and security analysis |
(HARA & TARA) )
T )
e Variability management
Process tailoring based on ASIL and SRL
e Process execution |
e.g. FMVEA )
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Process Development - Safety Security Co-engineering

e |dentification of co-engineering activities
— based on ISO 26262 and SAE J3061

e Interaction between safety and security
— ldentification of interaction points

e Development of base process
— OQOutput: general process model

@ AMASS
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Safety Security Analysis — elaboration of ASIL and SRL

INTERNATIONAL=

SURFACE VEHICLE
RECOMMENDED PRACTICE

J3061™

JAN2016

Issued

2016-01

Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

INTERNATIONAL
STANDARD

ISO
26262-3

L3 medini analyze

file Edit Project Traces Report Navigate Search Window Help

S| Ea
*Model Browser & S
EES| e[ B
|AmASS
type filter text
@ Item Definition
4 @ Threat Analysis and Risk Assessment
4 = Threat Analysis
[ Threat Analysis|
4 (& Hazard Analysis
Hazard Analysis
= Hazards
& Security Goals and Requirements.
& System Design

& Analysis

Road vehicles — Functional :

Part 3:

Concept phase

Véhicules routiers — Sécurité fonctionnelle —

Partie 3: Phase de projet

AMASS
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Process flow

e Process definition )
1ISO 26262 & SAE J3061 )
e Safety and security analysis |
(HARA & TARA) )
T )
e Variability management
Process tailoring based on ASIL and SRL
e Process execution |
e.g. FMVEA )
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TARA for specific usage scenario in medini analyze tool

ﬂ medini analyze
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Process flow

e Process definition )
1ISO 26262 & SAE J3061 )
e Safety and security analysis |
(HARA & TARA) )
T )
e Variability management
Process tailoring based on ASIL and SRL
e Process execution |
e.g. FMVEA )
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Variability Management with BVR

EPF-C BVR EPF-C
Base Variability Development
Process Management Process
0 5 i . ASIL: =B s 5 0 .
| |
O | O -
I _ I SRL:="? RecL:= + | _ [
| Commonality I , Commonality I
| B | :
|V " : :
' Variability '
I | ﬁ I . = |
' | SRL/ASIL/RecL ::> @ o :>. Reallzaticn |
b | o |
e Remove unwanted activities
: - . Process
 Add new project specific activities - .
o tailoring
e Decision is based on parameters

-
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Variability Management — Vspec Diagram

Concept0l : BVRModel

lISD26262|

Concept_Phase

[(+] ASIL] [ISD 26262 Recommendation] SecRiskLevel

S iy

SN
[Verificatinn_speciﬂcation] i\-’eriﬁcation_executinnl i\n’eriﬂcat'ron_e\.raluation] E] [SecRL_IZI

SecRL 4 56 7

[SECRL 123

[Select_and_speciﬁr_methuds_used_for_verl'ﬁcation]

=

ATA
{{CC and PP) or . s (SecRL 1 2 3} or g s g ;
. ; {CC or O} implies ST : ; SechRL 0 implies SechRL 4 5 € 7 implies
{0 and PP)) implies SecBRL 4 5 € 7] implies = £ - A
PP i FNVEA inat ATA|
{not FTA) {not FMVEA)
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Variability Management — Resolution Diagram

 BVR Tool evaluates constraints and parameters
If FTA:= true, it will be removed

' 15026262 = true l

Concept_Phase = true

TARA = true

[ Develop_functional_safety_concept = true ]

[Veriﬁcati0n_uf_the_functiUnal_safety_concept = true ] [ (+) ASIL = true ] [ IS0 26262 Recommendation = true ] SecRiskLevel = true

—

[Veriﬁcation_speciﬁcation =true ] [Veriﬁcation_execution = true ] [Veriﬁcation_evaluation = true ] [ PP = true ] [ P = false ] [ SecRL_0 = false ] [ SecRL_1_2_3 =false ] [ SecRL_4_5 6_7 = true ]

Select_and_specify_methods_used_for_verification = true

/7\\

n_walkthrough = true ] [ FMEA = false FMVEA false ] [ATA false ]

e ASIL:=B

pE) q {{{{B and P| and
an .

PF) ar ((B and P) ° R t
or ({{not and (not PP))) or {{CC and FF) .or: . (CC or DI implies ecommenda Ion
at CC)) {0 and PP)) implies
b)) implies {not & and (not {not FTA) PP

- B))) implies {not L I .
FTA) evel:=
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Variability Management — Realization Diagram

>

e VIF Concept.. 2 1

Viariation points  Bindings

Variation points VSpec | Kind
FragmentSubstitituti... [FTA

Fragment
Replacement  [Null

AM[ASS Ada-Europe, June 2019 - Virtual Vehicle

Ll modelxmi &2

Jlatform:/resource/org.eclipse.amass.process.reuse/ohb-librar
¥ Resource Manager _ArhqYXIGEee DaV-qsuHxw
# Process Component Verification of the functional safety cor
4 Method Element Property pkg_loadCheck
4 Method Element Property me_edited
« 4= Process Package Verification planning
v <4 Process Package Verification methods
4 Activif ' : ethods
¢ Task Descriptor system_design_walkthrough
< Task Descriptor fmea
v < Task Descriptor fta
4% Method Element Property me_references
4 Descriptor Description fta, AOLmwHwwEeeD
4 Activity Verification planning
< Task Descriptor define_the_content_of_the_work_prod
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Applicable Development Process in EPF-C

Base process

5 Verification_System_Design_2 &2

Project specific
development process

S Verification_System_Design_2 &3

Presentation Name Index Presentation Mame Index

& Verification_System_Design_2 0 £ Verification_System_Design_2 0
£ Verification planning activities 1 E% Verification planning activities 1
Lg Define content of the work products to be verified 2 L Define content of the work products to be verified 2
L& Define the methods used for verification 3 L Define the methods used for verification 3

£ Verification specification activities 4 £~ Verification specification activities 4
La Select and specifiy methods to be used for verification 5 La Select and specifiy methods to be used for verification 5

£ Verification methods 5] £ Verification methods 6
Lo FTA 7 Lo ATA 7
Lah ATA 3 Les FMVEA 8
Leh FMVEA g Les FMEA g9

& FMEA 10 &2 Execution activities 10

B3 Execution activities 11 Ler Execute Verification 11

L Execute Verification 12 £5 Evaluation activities 12

% Evaluation activities 13 L Evaluate verification 13

La Evaluate verification 14 B
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Project specific process

e Project specific process (Tool: Eclipse Process Framework Composer)

Process description

— Phase/Activity/Task
— Delivery (Input/Output)

View_|SO26262_ASPICE_Conce

R Visualization (Breakdown)
T — Relations between elements

Parent Activities o ASPICE_IS026262_Concept ° I
Ro es Concept = Safety engineer

Breakdown Element Steps  Index Predecessors ‘-C“ Based on Method Role: Safety engineer

Define functional requirements ®2
Define preliminary functional design seeee 2 + Expa
Safety analysis essee 4 3 =
m e 0| B e S L Define functional system safety requirements teer s Performs: Responsitle for:
iew_IS026262_ASPICE_Cong . « Safety analysis « Functional safety concept
= - Define functional safety design CLL L 5
y desig

« Hazard analysis and risk assessment
s Safely analysis report
Based on Method Task: Safety analysis = Safety goals

« Technical safety concept

Safely analysis checks the preliminary design Safety Verification / Review L] 7 6

4] Expand All Sections ] Collapse All Sections
= Relations Asditionally Performs: Modifies:
Roles Prmary: pastonai: pesiting: » Hazard analysis and risk assessment
+ Safety engineer » Safety goals
Inputs Mandatory: Optional Exteral,
+ ltem definition « None « None
Outputs * Hazard analysis and risk assessment Define functional requirements
+ Safety goals
Backto top B3
e Define preliminary functional design
= —
Lg
@ Expand All Steps & Collapse All Steps F— )
% 7.4.1 Initiation of the hazard analysis and risk assessment ] Expand All Sections 5 Collapse All Sections
# 7.4.2 Situation analysis and hazard identification = Re
I 7.4.3 Classification of hazardous events
% 7.4.4 Determination of ASIL and safety goals 1
1 7.4.5 Verification A
Define functional system safety requirements o aatormi Satery anatyin
Back to top
teration Safety englnwsr 1esponiblgfor
La . |
Define functional safety design Functionsl safety  Matand anslysit  Satety analysis Safety gast  Technieal safety
concert | and sk amemment weson
Guidelines + Guideline HAZOP
b
Tool Mentors * 7.42-7 44 Tool for Situation analysis, Classification of hazardous events and ASIL determination Modifi Hazard I drisk 1
+ 7.4.2 Tool for Hazard and operability study (HAZOP) Safety Verification / Review lodifies + Hazard analysis and risk assessmen
« Safely goals
Back to top Back to top

AMASS Ada-Europe, June 2019 - Virtual Vehicle © disclosure or duplication without consent prohibited 17



Process flow

e Process definition |
1ISO 26262 & SAE J3061 )
e Safety and security analysis (HARA & |
TARA)
J
e Variability management \
Process tailoring based on ASIL and SRL
<
e Process execution
J
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FMEA - safety

e FMEA Cause Effect Chain for safety

System 1 Item 2 Function 3 Failure mode 6
P P> P>
Item Functions Failure Causes
— = modes —

Failure mode

Effects

Most
serious
effect

-------------------------
.............
-----

X Probability = Risk

------
-------
L .
.............
......................

Source: Schmittner, AIT
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FMVEA — safety & security

e FMEA Cause Effect Chain for Security

Function 3 Threat modes

System 1 Threat modes

Item 2

Item

Functions

Function 3 Failure mode 6

.............................
...........
.....

Failure = Probability
P Causes
modes —

........
...........
.......................

Failure / Threat
mode

Effects

Most
<> serious
effect

....................
..................
.....

X Probability [ Risk

Source: Schmittner, AIT
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FMVEA - Example

FMVEA Car2X Communication Manager Unit

. System System . System Threat Attack
ID Vulnerability |Threat mode | Threat effect Severity o . .
status effect susceptibility | properties | probability
o No device Attackeris |Intercept Normal System is no |Catastrophic 4 Hacker: 3 7
:’}’ verification, pretending |configuration |operation |longer
o man in the to be the changes and reliable
3 1 |middle attack device data
§ with physical
093; access to device
g or connection
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Conclusion

e |ISO/SAE aligned standard is currently under
development (Methodology and best
practice)

e Methodology is not approved
 Tool support not optimal

— Co-engineering, process development
— Co-analysis

 Further research is necessary to achieve a
reliable assessment of security risks

@ AMASS Ada-Europe, June 2019 - Virtual Vehicle © disclosure or duplication without consent prohibited



Thank you for your attention!

?
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